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Abstract. A Sertient Computing environment is one in which the sys-
tem is able to perceive the state of the physical world and use this
information to customise its behaviour. Mobile agerts are a promis-
ing new programming methodology for building distributed applications
with many advantages over traditional client-server designs. We believe
that properly controlled mobile agerts provide a good foundation on
which to build Sertient applications.

The aims of this work are threefold: (i) to provide a simple location-
based medchanism for the creation of security policies to control mobile
agerts; (ii ) to simplify the task of producing applications for a pervasive
computing environment through the constrained use of mobile agerts;
and (iii ) to demonstrate the applicabilit y of recert theoretical work using
ambients to model mobilit y.

1 Intro duction

The goal of pervasive computing is to create systemsthat disappear [18]|
systems that fade into the badkground leaving users free to concerrate on
their own tasks rather than explicitly \using the computer". Sertient Com-
puting works towards this goal by adding perception to software; applications
becomemore responsive and useful by observing and reacting to their physical
ernvironment [7]. The ability to sensethe location of peopleand objects is an im-
portant building-blo ck of such sertient systems.One of the most natural ways a
program can react to user movemert is to move itself around the network (e.qg.
considera desktop \telep ortation" program which movesa user's screen,mouse
and keyboard to the computer nearesttheir current physical location). Mobile
code opensup a humber of tantalising possibilities, including: (i) exploiting re-
sourcesnear to the user'scurrent location (e.g. multimedia hardware, keyboards
and mice); (ii) supporting the illusion that user applications and their state is
omnipreseri|allo wing a userto useany application from any location; and (iii )
maximising e ciency by spreading resource-iriensive tasks to where resources
are under-used.

Unfortunately the use of mobile code has se\ere security implications [14].
Aiming to deploy mobile agert-based applications on the global Internet, the



researth community hasconcerirated on solving two di cult problems: (i) pre-

vernting malicious mobile code from gaining unauthorised accessto resources
controlled by the hosting machine; and (ii) stopping a malicious virtual ma-

chine learning secretinformation sud as cryptographic keys by disassenbling

mobile agerts. There is a third critical problem which is lesswell-studied: user
control. How do we allow usersto cortrol the activities of mobile agerts in an

intuitiv e way, providing just enoughsecurity whilst still reaping the bene ts of
mobile code? How can userstrust agerts, written by other people, to respect
their wisheswhen they enter their spaceand usetheir resources?

Clearly usersneedan understandable mecanismto constrain the behaviour
of agerts. They needa way to cortrol what happens with things that matter
to them in their world i.e. their data and their computers. Without this ability
userswill never fully trust mobile code technology and will never allow it to be
usedin practice.

To addressthis need,we proposea framework for creating spatial (i.e. location-
based)security policiesfor mobile agerts. This framework providesuserswith an
easyto comprehendway to restrict and monitor the activities of agerts within
a Sertient Computing environment. By using location-based policies we hope
to exploit structure which usersare already familiar with. People are used to
security policies governing physical spaces(e.g. \no unauthorised personnelare
allowed in this area"); we extend this idea seamlesslyinto the etherealworld of
mobile agerts.

We beliewve that our framework will (i) promote the developmert of mobile-
code basedSertient Computing applications; (ii ) allow users ne-grained cortrol
over where agerts are allowedto run, bypassingproblems assaiated with situa-
tions wherethe agert doesnot trust the machine or vice-versa;and (iii ) provide
a demonstration of the applicability of recert theoretical work in the researt
community modelling mobility.

The remainder of this paper is structured as follows: Section 2 describesthe
design of our framework in detail. Examples of possible policies are found in
Section 3. Related work may be found in Section4, and Section5 concludes.

2 Spatial Policy Framew ork

In this sectionwe describe (i) how we model the world incorporating both phys-
ical objects and mobile agerts; (ii ) our languagefor expressingmobility security
policies; and (iii ) our proposal for an arbitration schemeto reconcile con ict-
ing policies. Implementation details are omitted for brevity; they may be found
elsewhere[15].

2.1 Overview

Userswrite security policiesto in uence both their own agerts and any objects
in which they have an interest (e.g. the computers in their o ce). Examples
of policies might be \this agert should never leave my oce" or \never let



any agen enter this zone". The system cortin uously monitors the locations of
both physical objects and mobile agens, keeping track of which policies are
being violated. Sincethe systemhas no physical presencejt cannot act to block
the movemerns of physical objects. Therefore the system cannot guarantee that
policies will never be violated; instead policies are assciated with an action, a
command to be executedif and when a policy is violated (e.g. a command to
kill the o ending agen).

In contrast to physical objects, the systemhasfull control over the life-cycle of
mobile agers. Agents requesting permissionto migrate betweenhostswill have
their requestsblocked if the movemert would violate a policy. Agents which are
physially moved (typically by being carried on a laptop by a user) in violation
of a policy may nd themselvesbeing suspendedor killed.

Policieswritten by di erent peoplemay con ict with ead other. The system
implements an arbitration scheme which exploits the natural structure of the
spatial model to resolwe thesecon icts when they arise.

2.2 Mo delling the world

We model the world as a tree of nested entities, analogousto ambientsin the
Ambient Calculus [2]. We begin our description by de ning the following set of
terms:

entit y name: label usedto name ertities, equivalent to an entity minus any
cortents. Examples include the names of physical places, computers and
mobile agerts. By convertion we use to rangeover all erntity namesand a
to range over mobile agent ertit y names.

entit y: description of a particular location (givenby an ertit y name) along with
its contents. Note that, in a similar fashion to the Ambient Calculus, we
are not restricted to describing only physical placesbut can represen any
bounded region where activity happens. For example an o ce containing
people may be described as an entity, as can a virtual machine containing
mobile code. By corvention we say that e rangesover ertities.

path: sequenceof ertity namesdescribing a route through the ertit y hierarchy
naming a speci ¢ entity. Paths are written in the form #::: # , and are
described further in Section 2.4.

path expressions: regular expression-like facility to e cien tly name a set of
ertities. Path expressionsare described further in Section 2.4.

We divide our ertity namesinto sorts eat represerting a dierent kind of
object. The exact sorts usedin any deployed system will depend on the kinds
of things being modelled (e.g. an aviation-based system may intro duce the sort
\aircraft"). Here we restrict ourselvesto usethe following sorts:

room: a physical volume of spacecorresponding to buildings, o ces etc.
person: an autonomous physical entit y able to move betweenrooms
workstation: animmovable physical object which can host computer processes
laptop: a mobile physical object which can host computer processes



context: a virtual machine capable of running mobile code
agent: a pieceof mobile code

person laptop context agent mobile sorts

O

room workstation fixed sorts

Fig. 1. The relation SortContainable

Wewrite e sto meanertity eis of sort s. The formula SortContainable(s;; s;)
holdswhen ertities of sort s, may be nestedinside ertities of sort s;. This formula
is de ned graphically in Figure 1. Intuitiv ely, physical objects may nestin the
obvious way (e.g. a workstation may nestinside a room). For conveniencewe
de ne arelation Containable(e;; ;) which indicates that ertity e, is permitted
to nestinside e;. Theserelations are related as follows:

Containable(e;;e), €1 s1™ e s SortContainable(s;; sz)

We de ne a partial function, privs : entity ! permission set, which is
only de ned on context ertities and gives the set of permissions which are
granted automatically to any agent nestedinside. Examples of permissionsin-
clude \can_play_sound" and \can_record sound". This assaiation between en-
tities and sets of permissionsallows us to use our spatial security policies to
control more than simply the location of mobile agerts; by creating appropri-
ate context s we can cortrol accesgo arbitrary resourcesBy cornvertion, every
computer (workstation or laptop ) has at least one default context with an
empty permissionset.

A state of our world model may be written down with the following syntax
(where rangesover a set of entity names):

entity entity j entity (siblings)
entity [entity ] (nesting in a place )
entity 0 (void)
entity ! (entit y factory)

By corvertion we consideran ertit y factory ! to be a special kind of ertit y
which can create other ertities, i.e. the factory ! can spawn the ertity [0], an
empty erntity ready for population. Note that every mobile agert which wishes
to be created must be assaiated with at least one of thesefactory ertities.

The ertity e = [ey j ::: j en] is well-sorted if Containable(e;e;) » :::
Containable(e;e,). The casen = 0 corresponds to the ertity being empty i.e.

[0]. Obserwe that this syntax is similar to the subsetof the ambient calculus
which has no active processesand which describesonly the structure of space,
like that usedin the semistructured data format describedin [1].



As is convertional in mobility theory we next de ne a congruencerelation,
under which ertities are equal up to simple rearrangemeris of parts. In addition
to re exivit y, symmetry, transitivit y and context (X Y =) [X] [Ypn
this relation (often referred to as a structural congruencerelation) is also com-
mutative (X jY Y jX), assaiative(X j(Y jZ) (X jY)jZ)and\ignores
zeros" (X jO  X).

2.3 Example

Considera simple environment cortaining people,computersand seweral mobile
agerts. A graphical depiction of the model corresponding to this world at a
particular time is displayed as follows:

. Key:
Alice laptop default agent
World
Charlie's office @ —— A Room
~ — audio . qOP Person
° music player il
PC > —
/ / \ / A Workstation
77| |E \ default agent
° ) Laptop
Charlie Permissions: A
' offi . vm C
Bob's office @ privs : aUle 1 f Can_play_soundg - ontext
default ! fg /\ | Agent

There are various things to note about this con guration:

1. Alice is carrying a laptop inside Charlie's o ce. This laptop is currently
running some mobile agert code. Note that sudch agerts have potentially
entered the room without having to migrate to a di erent host.

2. The PC in Charlie's oce has been con gured with an additional con-
text , called audio. This context has been assaiated with a permission,
can play sound, allowing agerts to play soundson a set of attached speak-
ers. Therefore the agent, music player is able to play music in the o ce.

Although we have presened ertity namesas at identi ers, they arelikely to
be more complicated in practice. For examplethey could contain secretdata or
be protected by a digital signature { possiblebene ts of such schemesinclude:
(i) policies could be applied to whole classesf agerts (e.g. all those signedby a
particular key); or (ii) only people possessinghe secretdata would be able to
successfullyname an agert in a policy. For simplicity in the rest of this paper we
will cortinueto usesimple englishnames(lik e music player ) for mobile agerts.

2.4 Paths and Path Expressions

We uniquely name a single speci c erntity by providing a path from the root
entity using the nesting relation, #. We say that a # b if b is a child of a,



i.e. b is contained within one level of nesting of a. A path to an ertity will
therefore have the form 1 # , #::: # . For example, in the diagram in
Section 2.3 an expressionfor the location of the ertity music player would be
World # Charlie's  office # PC# audio # music player .

Path expressions,similar to regular expressions,are usedto quartify over a
set of paths. We rst de ne the # operator asthe re exiv e transitiv e closure of
# and then write the syntax of location expressionsas follows:

element (entity name)

i f g9 (alternation)

i (any)

expression element (root)
j expression element (direct nesting)

j expressiorn'.../ element (transitiv e nesting)

We de ne the matching set of a path expressionexp asthe set of paths paths
where 8p 2 paths (with p= py #::: #pn)

{ ewvery step e;/ e, in exp corresponds with a step p; # p2 in p where the
elemen e; matchesp; and e, matchespy;

{ ewerystepei/../ e in expcorrespondsto a sequenceof stepspy #::: #pn
for somen where the elemen e; matchesp; and e, matchesp,;

{ the elemen f ;; ,g matchesthe ertity with name if ;= or ,= ;

{ the elemen * matchesany ertity name;and

{ the trivial path elemen matchesan entity with name .

Path expressiongrovide a similar function to that of XPath [4], usedfor naming
elemerts of XML documerts.

2.5 Updating the model

The model is updated dynamically to re ect the real-time con guration of the
ernvironment. Location sensorsregister changesin the physical con guration of
the world (e.g. the movemerts of objects) which are then re ected by changesin
the model. In addition, mobile agerts may be programmatically created, frozen,
killed or migrated, constrained only by the installed security policies. We de ne
legal updates to the world by a labelled transition relation, ! . We use labels
to represen the side-e ects of transitions, in particular the emission(emit( ))
and reception (receive( )) of an agert during migration. The absenceof a label
on a transition indicates the lack of side-e ects. A valid transition must have
no labels at the top level { labels must always be matched and cancelledby the
rule (migrate) described below. For brevity we write a $ b if the transition is
reversiblei.e. if both a! bandb! a arelegaltransitions. The runtime system
(described in a companion paper [15]) ensuresthat every event that occurs is
represerted by a legal transition.



For entities X ;Y;Z and ertity namesa;b;c wherea person, b room and
¢ laptop we de ne the following rules:

alX]jhY] $ HaX]jY] (walk in/out)
aX]jcY]l] $ acY]jX] (pick up/put down)

In plain terms theserules describe how a personmay freely walk into and out of
roomsand pick up or drop any portable physical objects (represeried by ertities
of sort laptop ).

For simplicity everything that can happen to a mobile ager (i.e. being cre-
ated, frozen, defrosted, killed or migrated) is consideredas a sequenceof primi-
tiv e operations of the following two types: (i) leaving a particular context; (ii)
entering a particular context. For examplean agert creation is considereda sin-
gle event { the new agert entering its initial context. Killing an agert is a single
leaving evert. An agert migration from a to b is considereda sequenceof two
everts: (i) leaving the sourcecontext a; and (ii ) entering the destination context
b. Freezing an agen is consideredas a migration into a special context called
frozen and defrosting is a migration out again.

To represen the installed security policies, we assumea pair of in x pred-
icates, can_enter and can_leave, de ned later in Section 2.8, which for a given
agert d and context e behave as follows:

d canleave e holds if the policies allow d to leave the context e
d canenter e holds if the policies allow d to erter the cortext e

For ertities d agent, and e context we write the rule:
eldj X] ! e[d0]j!ldjX] i dcanentere (agert created)

This rule assertsthat agerts may be created in those placescontaining an ap-
propriate agert factory (represened by !d) provided the new agert is allowed to
enter the surrounding cortext. Similarly, agert destruction is only permitted if
the agen is allowed to leave the containing context, as described by this rule:

edjXx] ! e[X] i dcan_leavee (agen killed)

Agents are frozen by moving them into specially createdfrozen contexts, created
dynamically. Thesecontexts are assaiated with no permissionsi.e. privs(frozen)
is fg. Consider the example in Section 2.3 { if the music player agert were
frozen then it would lose the ability to play sound. The acts of freezing and
defrosting are described by the following rules:

edj X] ! g[frozend] j X] i dcanleavee (agen frozen)
e[frozend] j X] ! edj X] i dcanentere (agern defrosted)

Note that, to be frozen,an agert must be allowed by the security policiesto leave
its current context. There is no guarantee the agen will ever be unfrozen again;
unfreezing may only occur if the agert has permissionto reerter the original
context.



Agent migration betweencontexts is handled by the following rules:

edj X] emiy () eX] i dcanleavee (ager leaves)
e[X] receife (<) e[djX] i dcanentere (agern enters)
X emit'( ) Y Y receiYe( )
: T 7 : (migrate)

Note that the act of migration is a compound operation where the side-e ect
emit( ) must be matched by a corresponding side-e ect receive( ). Therefore
migration may only happenif the policiesallow both the leaving step and the ar-
riving step; it is impossiblefor the agert to get stuck somewheren between.lt is
important to emphasisethat only the results of toplevel transitions are visible to
applications { applications cannot seeany intermediate states of the model. We
get away with this becauseour work sofar hasfocusedon a trusted \in tranet"-
style environment wherecomplications due to unreliable network communication
and partial failure are minimised.

Agent migration could be represened di erently if we allowed agerts to sim-
ply climb the ertity hierarchy and then walk down again { the approac taken
in the Ambient Calculus. This would allow us to simplify our rules by removing
the labels on our transition relation. However, allowing an agert to move any-
wherein the hierarchy could lead to violations of the sorting rules (described in
Section 2.2). Additionally there is a subtle semartic di erence with respect to
the security policies: by using the \telep orting" approach described here, only
the con gurations at the start (the leaving step) and at the end (the arriving
step) are relevant. If the agert wereto have to walk from one place to another
then the migration could potentially be blocked by a policy attachedto an ertity
somewherein the middle.

To complete our description of how the model can be updated we have the
following rules where X ®and Y © are ertities:

! ! Fj[o] i [0] 6 agent (non-agert ertity created)
I I
XL Y (nested update) _ XY (parallel update)
X1!  [Y] Xjz! Yijz

X0 X;X1!v vy YO°
X01 Yo
Informally the rst rule statesthat non-agern ertities may be createdin ertity
factories (note that agert ertities may only be createdif allowed by the security
policies, using the rule (agent created) described earlier). The other three rules
state that transitions may occur anywhere in the ertity nesting hierarchy, in
parallel with arbitrary other entities up to structural congruence.Note that the
labels on the transitions are presened but must evertually be cancelledfurther
up the tree (by the rule (migrate)).

(update )



2.6 Expressing Policies

A security policy is de ned as a 4-tuple Hocation; formula;times; onfaili where
location is a path expression(seeSection2.4) designatinga set of speci ¢ ertities
where the assertion given by formula should hold. If, with respect to the time
period described by times, the assertionbecomesviolated (e.g. by the physical
movemert of an object) then the systemwill attempt to executethe command
described in the eld onfail.

The policy eld times cancontain oneof two possibletypesof values:Always(t)
and Sometime(from;to;t). In both casesthe parameter t speci es how much
\reaction" time the system has before the policy onfail action is executed.The
value Always(t) indicates that the assertion formula should hold for all time
during which the systemis running. The value Sometime(from;to;t) statesthat
formula should hold® at somepoint in the time interval betweenthe times from
and to.

The policy eld onfail speci es anaction to take shouldthe policy be violated.
The action can be of the following types:

{ Log(message causesa messageo be written to a log;

{ Kill(pathexpr) asksthe systemto terminate agens identied by the path
expressionpathexpr;

{ Freezdpathexpr) requestsagerts named by pathexpr be frozen; and

{ Create(path) requeststhe agert factory named by path create an agen.

For both the Kill and Freeze values we adopt the convertion that if the path
expressionhas a missing initial elemen (i.e. it starts with / or /../ ) we auto-
matically prepend the full path to the specic entity the formula is currently
being applied to. For exampleif the policy location eld is a/* and the policy is
violated at a # b then the onfail expressionKill /c is expandedto Kill a/b/c
i.e. a requestto terminate only the entity namedby a # b# c and not any other
elemern (e.g. a #d # c). This ability to refer to previously matched data in a
pattern is alsofound in other systemsusing regular expressionse.g. perl [17].
The policy eld formula contains an expressionwritten in a simple spatial
modal logic similar to the Ambient Logic [3]. The coresyntax is asfollows, where
rangesover ertity names:

formula T (true)
j :formula (negation)
j formula _ formula (disjunction)
j 0 (void)
j [formula] (named ertit y)
jo! (named agert factory)
j formula j formula (composition)
j 3e (somewheremodality)

3 This is similar to the concept of obligation in traditional Role-Based AccessControl
(RBA C) systemsi.e. it statesthat someoneshould perform someaction during some
time interval.



F (false), a” band a (everywhere modality) may be written using the core
syntax as: T, : (:a_:v) and (: 3: a) respectively. These constructs may be
familiar to those versedin modal logics, but we summarisetheir meaningin the
following section.

2.7 Satisfaction

We say that an entity e satis es the logical formula f (i.e. the formula f holds
at e) by writing e f. Intuitiv ely, we may think of a formula f as matching an
ertity eif e f. The relation, | is de ned informally as follows:

{ e T for any ertity e {efF [flife nMJand = n
{ e : f if e f doesnot hold and M g f

{ e f _gifeithereE f orefF g { epfjgife NjM,f EN and
{ efF 0if eis\nothing" gF M

{ eF! ife ! { eF 3f if 9e%e# ePand °F f

For example, the formula 0 only matches\nothing" (or \v oid") i.e. the absence
of anything. The formula f j g matchese if e can be written asthe composition
of two expressionsN and M (remember the equivalencerelation ) suc that
f matchesN and g matchesM . The formula 3 f matchese if there is an entity
e’ somewnherein the tree rooted at e where e° matchesf .

2.8 Reasoning about Policies

If we allow individual usersto write their own security policies then we must
also provide a mechanism to resolwe policy con icts when they arise. Con icts

betweenrules in our systemare similar to those found in Activ e Databases[5].
Many mecanisms have been proposed,ranging from a simple numeric priorit y
schemesto more complex algorithms comparing rules based on their general-
ity [8] (e.g. the more generalrule holds except when the lessgeneraldoesnot or
v.v.). There is no single best strategy that works perfectly in all circumstances.
Our main goal is to make the system be intuitiv e enoughfor ordinary usersto
understand. Security policiesin our system are basedon a spatial modal logic
therefore we also use a spatial medanism for arbitrating between con icting

policies.

Recall that we model the state of the world as a nestedtree of ertities (see
Section 2.2). We obsene that within a real life enterprise peopletoo are often
arranged into a hierarchy, with the bossat the top, managersin the middle and
normal employeesat the leaf nodes.In suc an organisation, a managerwould be
able to set a policy which would override those of subordinates but which could
itself be overridden by the boss.Thesetwo hierarchies, one describing the world
and onedescribingthe people,canbelinked together by assaiating ertities with
a set of people (\o wners" or \administrators") via a function

owners: entity ! person set



bosswould \own" the root entity while normal employeeswould \own" their
individual o ces. Our scheme for arbitrating between con icting policies may
be informally described as:

For a proposedchangeto ertity e, policies instituted by a user u®2
owners(ey override those policies instituted by a user u® 2 owners(e?
where €% e®and e°# e aslong ase”6 e”and u®s u°

Recallfrom Section2.5that the installed security policiesmay be represened
by a pair of predicates, can_leave and can_enter which, given an agert and a
context hold precisely when an agert is allowed to leave or enter the context
respectively. Both of these predicatesare computed in the following way: For a
proposedchangein the con guration at corntext c (e.g. an ertit y wishesto leave
c) we rst compute the set of userswho \own" any of the ertities on the path
p1 #::: #pn from the \ro ot" entity p; which designatesc
n
users= owners(py #::: #pk)

k=1
Each user u 2 users is allocated a single vote on the proposed change. Note
that this e ectiv ely meansthat although usersmay write policiesabout entities
they do not \own" these policies will be easily overridden by other userswho
do \own" these entities. A user u votes for the proposedchangeif the number
of their policies which are in violation decreasesyotes against if the number in
violation increasesand abstains otherwise. We de ne a function vote(user) as

follows: 8 . )
< 1if user votes against the proposal

vote(user) = 0 if user abstains
+1 if user votesfor the proposal

We then compute the value of
X X
ovenall vote = prio (i)vote(o)
i=1 02 owners (p1#::#pi)

wherep; #::: #p; refersto the ith entity on the path p= py #::: #p, and the
function prio (i) givesthe priorit y of owners of this entit y. One possiblepriorit y
function is givenby prio (i) = x | wherex is a tunable vote weighting factor. The
parameter x determines how many peoplewho \own" an entity p, are needed
in order to equal the vote of a single personwho \owns" a \more important"

erntity p, 1. If x > max; (jowners(p;)j) then it is impossiblefor the owner of a
more important ertity to be overridden by a group of people who own a less
important entity. The systemwill allow the proposedchangeif overall vote 0
and veto it otherwise.

3 Policy Examples

In this section we demonstrate the kinds of policies which are expressiblein
our system by meansof a seriesof examplesset in a typical shared workplace



ernvironment. A snapshotof the world con guration is preseried in Section 2.3.
The top-level entity is named World and contains child ertities Bob's office
and Charlie's  office represering the o ces of usersnamedBob and Charlie
respectively. We assumethat ordinary employeesby default \own" the ertities
corresponding to their oces and for the sake of an interesting example we
further assumethat Bob is the bossand also\owns" the top-level ertit y, World.

A user, called Alice, writes and deploys a \follo w-me" music playing mobile
agert which follows her around, playing music where she goes. She is worried
about the agert running amok and so writes the following policy to enablethe
systemto monitor the agert:

h location = World;
formula = 3 (Alice[T]]j 3 music player [T]jT); (1)
times = Always(10 seconds;
onfail = Log i

\for all time, wherewer in the World | am, an agert called music player
should be in the samespaceas me. If this is not true for more than 10
seconds,og the error”

Remenber that e = f j g holds whenewer f and g are children of e and that T
matches anything, including 0, the absenceof anything. In the formula above
the third T meansthat the formula will hold irrespective of whatever elseis in
the samespaceas Alice.

The consequencesf this policy are summarisedas follows:

1. When the music player attempts to migrate, the systempreverts the agen
from leaving the sameroom asthe user. Note it doesnot directly force the
agert to move properly, it just stopsit from moving inappropriately.

2. Upon observing Alice move to a new room the systemassumeshe agert is
broken if it has not followed her within 10 seconds.The systemwill log the
error for Alice to usein debuggingher errant agert.

3. If Alice movesto aroom which already hasa music player ager the system
will not complain evenif Alice's agen fails to follow her.

Consider a seconduser, Bob, who is Alice and Charlie's boss. Bob prefers
peaceand quiet where he works. To prevent wandering music playing agerts
disturbing him he writes a rule:

h location = World/* ;
formula = :BodT]_(3Bo{T]” : audio[: 0]); @
times = Always(3 seconds;
onfall = Freeze /.../ audio/* i

\if ever I'm in anoce with a music playing agen, freezethe agert if it
has not left within 3 seconds"”



The policy location eld World/* causeghe rule to be applied to all children
of the entity named World, i.e. in the diagram in Section 2.3 this corresponds
to all the oces, World # Bob's office and World # Charlie's office
The same formula is applied individually to ead of these ertities. The for-
mula : BodT] holds if the ertity Bobis nowhere inside the o ce; the formula
3 Bo{T] holds if the ertity Bobis somewhee inside the o ce and the formula

: audio[: 0] holds if there is not a non-empty audio context anywhere within
the o ce. Taken together, the whole formula may be read as

Either Bob is not inside the o ce concerned(in which casethere is no
violation) or heis inside the o ce but there is no sound playing.

If the policy is violated in the o ce namedx then the onfail action is expanded
to Freeze World/ x/.../ audio/* causingaudio playing agerts inside o ce x to
be frozen.

The consequencesf this policy are summarisedas follows:

1. If amusic player agert attempts to migrate inside the sameo ce asBob
the request will be denied, assumingthat his policy is not overridden by
anyone more senior in the compary.

2. If a music player agert running on a laptop or PDA is physically moved
inside his o ce by someoneelse,that agert will be frozen.

Now consider what will happen when Alice enters Bob's o ce. Clearly the
two policies 1 and 2 now conict. Alice's mobile agert will attempt to migrate
inside Bob's o ce sothe systemwill apply the conict resolution rules described
in Section 2.8. Assuming the system knows that Bob \owns" the ertity named
World (since he is the boss)his policy will override those belongingto Alice and
the migration requestwill be blocked.

Imagine a third user, Charlie, with more malicious intent. This userattempts
to lure haplessagerts into his domain and then trap them there forever. He
decidesto go after Alice's music playing agert and writes the following:

h location = World/Charlie's office ;
formula = 3 (music player [T]); 3)
times = Always(0 seconds;
onfall = Log i

\for all time the music player agert should remain inside my o ce."

Considerwhat happenswhen Alice is enticed into Charlie's o ce for a co ee
and biscuit. Initially Alice's music player 's requestto migrate into Charlie's
o ce is acceptedsinceit doesnot violate any policy (in fact it causesrule 3 to
no longer be in violation { an improvemert!) When Alice leavesthe o ce the
music player attempts to follow her. Charlie's and Alice's rules are now in direct
conict. Unfortunately for Alice since Charlie \owns" his o ce his policies take
priorit y and therefore the agert's requestto leave is denied. What can Alice do?
The only solution for Alice in this situation is to appeal to a higher authority {
in this caseBob { someonewhosepolicies are ranked higher than Charlie's. Bob
may write a policy to evice Alice's agert, overriding Charlie's wishes.



4 Related Work

There have been many proposed mobile agert systems, e.g. TACOMA [12]
(Troms And COrnell Moving Agents), Agent-TCL [6] and Telescript [16]. Sim-
ilarities with our work include: mobile agerts on mobile devices(PDAs [9] and
mobile phones[10]) in TACOMA and the concept of regions (similar to our en-
tities) in Telescript. Unlik e our work, none of these previous systemsattempted
to exploit spatial modal logic to bridge the gulf betweenthe physical world of
peopleand the virtual worlds of mobile agerts.

Jiang and Landay [11] consider risks to privacy in context-aware systems.
They basetheir work on the abstraction of information spaces similar to our
entities. They ernvisagea system where documerts have assaiated privacy tags
which are usedto prevent the unwanted leakageof data. IBM Aglets [13] provide
a Java-basedAPI for building mobile agerts. Their security mechanism s based
on the Java-2 security model: code is selectively trusted or not depending on
its origin and/or the presenceor absenceof signatures. The LocALE (Location-
Aware Lifecycle Environment) framework providesa CORBA-based medanism
to control the life-cycle (i.e. creation and destruction) and location of software
objects residing on a network. LocALE de nes the notion of a Location Domain
{ a group of machines physically located in the sameplace. The di erence be-
tween all three of these systemsand our work is that none of them allow the
speci cation of spatial mobility security policies.

Our work is inspired by the theoretical work on the Ambient Calculus [2]
and the Ambient Logic [3]. Although our model is a great deal simpler than
that proposedin the Ambient Calculus, it still allows us to combine together
the physical world of peopleand the virtual world of mobile agerts into a single,
uni ed represenation. The subsetof the Ambient Logic usedin our policy de -
nitions remains computationally decidableand simple for humansto understand
while still allowing the a great deal of exibilit y and expressiveness.

5 Conclusion and Future work

We have preserted a technique for expressingspatial (i.e. location-based)security
policies for mobile agers. These policies can be usedto make both positive and
negative assertionsabout the dynamic location of agerns. Assertions may refer
to the location of both physical and virtual objectsin the world, a feature useful
for location-aware Senient applications. This technique provides a useful way
to constrain the mobility of agerts, to usemobile agert technology safely and to
simplify the developmert processof future Sertient applications.

Our work was inspired by recert theoretical work on mobile computation,
speci cally the Ambient Calculus [2] and the Ambient Logic [3]. In future we
would lik e to investigate how we could enhanceour model of the world by adding
in Ambient Calculus-style processexpressionsrepresering agerts. Entities like
peoplecould be represeried by mobile agerts which have the capability to move
anywhere at any time. The processexpressionassaiated with a mobile agert



could be considereda characterisation of its behaviour { a cortract with the
system { which could be cheded for consistencywith global policy before the
agert is allowed to run.

It is currently possibleto do a small amournt of up-front static cheding of
security policies: policies about locations which are known to be xed can be
chedked at policy-install time. Howewer, sincewe only have limited control over
the physical environment we cannot do much about a policy which says, \the
compary laptop never leavesthe building". Clearly this policy could be violated
by an individual picking up the laptop and walking home with it.# Additionally ,
someagerts may wish to perform limited cheding of policies at runtime. For
example Alice's music player agert from Section 3 may posethe question \if
| enter Charlie's o ce, will | de nitely be allowed to leave?" in an attempt to
avoid being trapp ed.

Perhapsthe most interesting avenue for future work is to investigate how to
scalethe systemup beyond one organisation. Our model of the world assumes
that everything can be arranged in a single hierarchy, with a world cortroller
in absolute control of everything. This approach might work adequately for a
small organisation but to scaleany further we needto cope with a multitude of
problems:unreliable wide-areanetwork communication, mutual distrust between
organisationsetc. One possibility is to employ a two-level approadh wherewithin
an \in tranet" agerts are managedusing this systemwhile the \in ternet" caseis
handled di erently.

A further enhancemehn to this work is to provide support for multiple simul-
taneous parallel hierarchies, allowing the sameobject to exist in seweral places
at once. This facility could be usedto represen dierent \views" of the same
ernvironment (for an analogy considerthat a user may be present and active in
more than one Internet \c hat-room" simultaneously). When an object moves
in oneworld they may also have to move in another. Reconciling these parallel
views is an interesting topic of future work.

In summary, basedon the researt described in this paper we claim that our
work provides a strong foundation for the building of Serient, location-aware
applications with a basisin theory. We believe that Sertient environments are
an interesting niche for applications deweloped using mobile agert technology
and our models help designthese applications in a lessad-hoc manner.
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locked to prevent the laptop leaving. However consider that Health and Safety leg-
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